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Abstract  Substitution boxes, aka S-boxes, are a key component of modern crypto-systems.
Several studies and developments were carried out on the problem of building high-quality
S-boxes in the last few years. Qualities of such boxes, such as nonlinearity and balance, steer
the robustness of modern block ciphers. This work is concerned with the construction of
highly nonlinear balanced Boolean functions. A deterministic optimization model which is
the minimization of a polyhedral convex function on a convex polytope with 0—1 variables is
introduced. A local deterministic optimization approach called DCA (Difference of Convex
functions Algorithm) is investigated. For finding a good starting point of DCA we propose
two versions of a combined DCA-GA (Genetic Algorithm) method. Numerical simulations
prove that DCA is a promising approach for this problem. Moreover the combination of
DCA-GA improves the efficiency of DCA and outperforms other standard approaches.
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1 Introduction

Since the development of computers there has been strong demand for means to protect infor-
mation and to provide various security services. The main aspects of information security
are privacy, data integrity, authentication, and non-repudiation. In this paper we deal with
the problem of cryptography that transforms a message (plaintext) into an encoded message
that only the sender and the receiver can understand (ciphertext). Cryptographic techniques
are divided into two categories: symmetric-key ciphers, aka secret key ciphers, and public
key ciphers. If both sender and receiver use the same key, or it is easy to obtain one form
another then the system is referred to as symmetric key encryption. If the sender and receiver
each uses a different key, and it is computationally infeasible to determine one form another
without knowing some additional (kept secret) information then the system is referred to as
a public key encryption. There are two classes of symmetric-key encryption schemes: block
ciphers and stream ciphers. A block cipher breaks up the message into blocks of the fixed
length and encrypts one block at a time. A stream cipher is one that encrypts data stream one
bit or one byte at a time. A good overview of all major cryptography techniques can be found
in [8]. A description of block ciphers including the Advanced Encryption Standard, aka AES
(a successor of the Data Encryption Standard, aka DES) cipher is presented in [15].

The terms confusion and diffusion introduced by Shannon capture the two basic building
blocks for any cryptographic system. In diffusion, the statistical structure of the plaintext is
dissipated into long-range statistics of the ciphertext, what is usually achieved through a large
set of permutations. Confusion makes the relationship between the statistics of the ciphertext
and plaintext as complex as possible. This paper deals with the modeling of substitution
boxes, aka S-boxes, that are the crypto-component bringing the confusion aspect of most
modern symmetric-key block ciphers such as AES and 3DES.

Typical secret key ciphers are structured as a set of rounds. Each round is performing a
set of permutations and substitutions that encode the plaintext. It is thus important to notice
that S-box, though being an important crypto-primitive is only one of the sub-components of
a cipher. Without knowing the complete cipher, it is difficult to predict the precise impact in
terms of quality improvement a higher quality S-box. However, it is clear that any weakness
of any component may later be exploited by an attacker. Indeed in cryptanalysis any hint may
be used to reduce the complexity of the search space.

S-boxes are typically fixed lookup tables (e.g. AES, DES, 3DES), though some encryption
algorithms may use dynamic ones (e.g. Blowfish, Twofish). We consider in the present article
the construction of high-quality fixed S-boxes for secret key ciphers. Given that these tables
are designed once for ever, we can afford to spend a high computational time for obtaining
a very high quality table. We denote the substitution table of a n-input k-output Boolean
function by f = B" — B*, mapping each combination of n Boolean input values to some
combination of k Boolean output values.

In the case of AES, we have n = k = 8 that gives a bijective S-box that allows to map any
8 bits input value to a 8 bits output (see Table 1). For instance the value 0x9a is mapped into
value Oxb8. Given that for two different input values, we have two different output values,
this table is revertible.

For building quality S-boxes several criteria have to be taken into account such as nonlin-
earity, balance, immunity, etc. Designing suitable S-boxes is thus a difficult task where the
objective is to optimize multiple criteria. We propose and compare in the coming sections
different approaches for generating such Boolean functions. These functions feature high
quality cryptography criteria in order to become good candidates for building high-quality
S-boxes. In our work, nonlinearity and balance are the main criteria considered for building
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Table 1 AES S-box
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high quality S-boxes based on Boolean functions. These properties have been widely studied
in the literature (see e.g. [1,14] and references therein). S-boxes that do not feature these
qualities would result in ciphers that are prone to linear cryptanalysis and therefore very
weak.

Heuristic optimization approaches, have already been successfully applied to this problem
(see e.g. [1,3,13,15] and references therein). However, up to now there is no deterministic
models and methods for it. In this work we develop a deterministic continuous optimization
approach based on DC (Difference of Convex functions) programming and DCA (DC opti-
mization Algorithms). The contribution of the paper is 3-fold:

Firstly, we propose in this paper, an original deterministic mathematical model for the con-
sidered problem. By expressing the XOR operation (involved in the nonlinearity of Boolean
functions) in a suitable way we first formulate the problem as a combinatorial optimization
problem, namely the minimization of a polyhedral convex function on a convex polytope
with 0—1 variables. Due to the very large dimension of this problem in practice, the standard
methods in combinatorial optimization such as branch and bound, branch and cut, cutting
plan can not be applied. Attempting to develop robust numerical solution approaches, we
reformulate the problem as a polyhedral DC program by using exact penalty techniques in
DC programming ([7]).

Secondly, we investigate DC programming and DCA for solving the related polyhedral
DC program.

DC programming and DCA have been introduced by Pham Dinh Tao in 1985 and exten-
sively developed by Le Thi Hoai An and Pham Dinh Tao since 1994 to become now classic
and increasingly popular ([4,7,10,11] and references therein).

DCA aims to solve a general DC program that takes the form

a =inf{f(x) :=g(x) —h(x) :x € R"} (Pac) ey
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where g, h are lower semicontinuous proper convex functions on IR”. Such a function f is
called DC function, and g — h, DC decomposition of f while g and & are DC components of
f. The construction of DCA involves DC components g and /4 but not the function f itself:
each iteration k of DCA consists of computing

yk € ah()ck),)ck'"1 € argminf{g(x) — h(xk) —(x — £, yk) :x € RP} ().

Hence, for a DC program, each DC decomposition corresponds to a different version of
DCA. Since a DC function f has an infinite number of DC decompositions which have
crucial impacts on the qualities (speed of convergence, robustness, efficiency, globality of
computed solutions,...) of DCA, the search for a “good” DC decomposition is important
from algorithmic point of views. Moreover, despite its local character, DCA with a good
initial point can converge to global solutions. Finding a “good” initial point is then also an
important stage of DCA. How to develop an efficient algorithm based on the generic DCA
scheme for a practical problem is thus a judicious question to be studied, and the answer
depends on the specific structure of the problem being considered. In the current paper, we
propose a DCA that has interesting convergence properties: our algorithm converges to a
local solution after a finitely many iterations and it consists of solving a linear program at
each iteration. Moreover although our DCA is a continuous approach that works on a contin-
uous domain, it provides an integer solution. This is unusual in continuous approaches and
is original property of the proposed DCA. On the other hand, we investigate the computation
of good initial points of DCA by a Genetic Algorithm (GA).

Thirdly, we propose a combination of the two approaches DCA and GA for solving
the above mentioned polyhedral DC program. Two versions of the combined algorithm are
developed on which an extensive computational study is investigated.

The paper is organized as follows. Section 2 introduces some notations and properties of
Boolean functions. Section 3 deals with the optimization formulation and reformulation of
the problem. DC programming and DCA for solving the resulting polyhedral DC program
are investigated in Sect. 4. For the reader’s convenience, at the beginning of this section
we provide a brief introduction to these tools. Section 5 is devoted to the combination of
DCA and GA to compute good starting points of DCA. Finally, computational results are
reported in Sect. 6. They show that DCA is a promising approach for this problem. Moreover
the combined DCA-GA improves the efficiency of DCA and outperforms other standard
approaches.

2 Preliminaries

Definition 1 A Boolean function: f : {0, 1} — {0, 1} is a function which produces a
Boolean result.

Definition 2 The binary truth table of a Boolean function of n variables, denoted f(x), is
the truth table that contains 2" elements corresponding to all possible combinations of the n
binary inputs.

For a given table x = (x1, x2, ..., x,), the Boolean function f can be determined by the
last column of its binary truth table, namely a binary vector in dimension 2". Let B := {0, 1}.
In this work we consider a Boolean function f as a vector in B?". Hence the set of Boolean
functions, denoted by F is exactly the set B?".
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Definition 3 The polarity truth table of a Boolean function denoted _)?is defined by f(x) =
(=™ =1 —-2f(x), where f(x) € {1, —1}.

Definition 4 (a) A linear Boolean function Ly (x), selected by w € Z7, is a Boolean
function given by (& denotes the Boolean operation ‘XOR”)

Ly(x) =wx = wix; @ wax @ --- O wyXy. 2)

(b)  An affine Boolean function A,,(x) is a Boolean function which can be represented in
the form

Aypy(x) = wx & ¢ where c € Z5. 3)

Two fundamental properties of Boolean functions are Hamming weight and Hamming dis-
tance.

Definition 5 (a) The Hamming weight of a Boolean function is the number of ones in the
binary truth table.

(b) The Hamming distance between two Boolean functions is the number of positions for
which their truth tables differ.

Property 1 (a) The Hamming weight of a Boolean function is given by:

1 —~
hwt (f) = D flx) = 2(2" - f(x))- “

xeB" xeB"

(b)  The Hamming distance between two Boolean functions is computed as

d(f.8):= D f() @) = (2" - f(x)?(x)). ®)

xeB" xeB"

Definition 6 (a) The balance of a Boolean function is defined as: /7 := % |Zx cpn f(x) |

(b) The nonlinearity of a Boolean function is the Hamming distance to the closest affine
function. That is, nonlinearity is the number of bits which must change in the truth
table of a Boolean function to reach the closest affine function.

The “Balance” is a primary cryptographic criterion for S-boxes: an imbalanced function has
sub-optimum unconditional entropy. For cryptographic Boolean functions, in order to have
a balanced function, we need to have an equal number of 0’s and 1’s in the binary truth table.

The “nonlinearity” is considered as another primary criterion for S-boxes: indeed a linear
function is prone to linear cryptanalysis and is thus leading to a weak cipher. The nonlinearity
of a Boolean function is typically computed via the Walsh-Hadamard transform (WHT) of
the function being measured.

Qeﬁnition 7 ”111e \Yalsh-Hadamard Transform (WHT) of a Boolean function is defined as:
F(w) =32, f(x)Ly(x).

Property 2 The nonlinearity of a Boolean function f, denoted Ny, is related to the maximum
magnitude of WHT values, and given by

1 ~
Np:=2""1 = 2 max |F(w)]. (©)
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Extensions to S-boxes. As proposed in [3], for each k-output S-box, we can extract a
single-output Boolean function by simply XOR-ing some subset of the output bits together.
If f(x) : B" — B is an n-input k-output S-box then each 8 € B defines a function that is
a linear combination f(x) of the k outputs of f. This is given by

fp(x) =B1fi(x) @ - @ B fi(x). )

There are 2F — 1 non-trivial functions obtainable in this way. The notions of non-linearity
is readily extended to the multiple-output case. For the k-output case the non-linearity is the
worst (lowest) non-linearity of all the 2¥ — 1 non-trivial single output functions obtained as
indicated above.

3 Mathematical formulation and reformulation

The objective of our work is to generate highly nonlinear balanced Boolean functions. In
other words, we have to find a balanced Boolean function featuring a maximal nonlinearity
criterion. According to the above notations and properties, the problem of maximizing the
nonlinearity of a Boolean function can be written as:

max Ny = max min 1(2” — Z f(x)zw(x)

feF feF weB" 2 oy
Let ®(f) := max ‘erB" f(x)zw(x)‘ , we have
1 —~
Np=2""'— —min ®(f). 8
ANy > in (f) ()

In this formulation the presence of the operation “XOR” in Z(w) (cf. Definition 4) is not
suitable to apply continuous optimization techniques. We will express z(w) in another way.
By the recursive demonstration we get
zw(x) =1-2wx=1-—-2(wix1 ®wyxy ® - D w,x,)
n
=1if (w,x) = Z w; x; 18 a even number, — 1 otherwise.

i=1

Denoting ay, := Zw (x) € {—1, 1} for w, x € B", we can write the function ® in the form

®(f) = max | 3 ayf(x)). ©)
xXeB"
Consequently, according to Definition 3 (we use f, to denote f(x))
~ 1
D = - = - = .
(D =max | > au@fe =D =2max | 3 aucfe =5 D au (10)
xXeB" xXeB" xXeB"

Hence, from (8) it follows that maxfep Ny = 2"~ — mingepn W(f), where W(f) =
> venn Qwx fx — %ergn aw,(’. Thus, maximizing Ny amounts to minimizing

maXxyeBn
W(f)on B?". For finding a balanced Boolean function we add the next constraint

Z fx - 2n—1

xeB"

<b, an
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with a nonnegative number b. Clearly that if b = 0, then the function is balanced. Finally we
get the following optimization problem

ﬁ::min[\l/(f):Z"l—bf > =240, feBz"}. (12)

xeB"

It is easy to see that the function W is a polyhedral convex (by definition, a function is poly-
hedral if it is a pointwise supremum of a finite collection of affine functions). We are then
facing the minimization of a convex polyhedral function with binary variables under linear
constraints. It is known that the last problem is in fact equivalent to a mixed zero-one linear
program (with exactly one continuous variable). For our convenience in the DC program-
ming approach, for the moment, we consider the problem in the form (12). This problem is
of a very large dimension: 2" variables and 2"*! constraints.

Continuous optimization formulation. We can reformulate (12) in the form of a continuous
optimization problem. Let

p: R* — R be the function defined by p(f) := Z min{ f, 1 — fy}.

xeB"

It is clear that p is a nonnegative concave function on [0, 1]"”. Moreover p(f) = 0 iff
f € B?". Hence Problem (12) can be expressed as

min [‘I/(f) 2 b < > fe <2 b, p(f) < 0]. (13)
xeB"

Using exact penalty techniques [7] leads us to the more tractable continuous optimization

problem (¢ > 0 is the penalty parameter):

(@) B=min{¥(f)+1p(f): f €K},

where K :={f: 2" ' —b <> pn fr <271 +b, 0< fc <1, Vx € B"}.
More precisely, it is proved that (13) and (Q) are equivalent in the sense that there exists
79 > 0 such that for every r > 79, the two problems have the same optimal value and the
same set of optimal solutions.

We will prove in Sect. 4 that Problem (Q) can be reformulated as DC program and show
how to use DCA for solving it.

4 Solution method based on DCA

Before discussing the algorithm based DCA for generating highly nonlinear balanced
Boolean Function, let us introduce briefly DC programming and DCA. For a complete study
of DC programming and DCA the reader is referred to [4,6,10,11] and references therein.

4.1 An introduction of DC programming and DCA

DC Programming and DCA constitute the backbone of smooth/nonsmooth nonconvex pro-
gramming and global optimization. They address the problem of minimizing a function f
which is a difference of convex functions on the whole space R” or on a convex set C C IR”.
Generally speaking, a DC program takes the form

a =inf{f(x) :=g(x) —h(x) :x € R"} (Pac) (14)
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where g, h are lower semicontinuous proper convex functions on IR?. The convex constraint
x € C can be incorporated in the objective function of (P,.) by using the indicator function
on C denoted x¢ which is defined by yc(x) = 0if x € C, oo otherwise. Let

g (y) :==sup{(x, y) — g(x) : x € R"}

be the conjugate function of g. Then, the following program is called the dual program of
(Pac):

ap =inf{h*(y) — g"(y) : y € R}, (Dyc) (15)

One can prove that ¢ = ap, (see e.g. [4,6]) and there is the perfect symmetry between primal
and dual DC programs: the dual to (D) is exactly (Pg).
DCA is based on the local optimality conditions of (Py.), namely

Oh(x*) Nog(x™) £ 0 (16)
(such a point x* is called critical point of g — h), and
@ # 0h(x™) C dg(x™). a7

The condition (17) is necessary local optimality of (Py.). It is also sufficient for many classes
of DC programs. In particular it is sufficient for the next cases quite often encountered in
practice:

1) Inpolyhedral DC programs with / being a polyhedral convex function (see [4,6,10,11]
and references therein). In this case, if 4 is differentiable at a critical point x*, then
x* is actually a local minimizer for (Pgz.). Since a convex function is differentiable
everywhere except for sets of measure zero, one can say that a critical point x* is almost
always a local minimizer for (Pg.).

ii) In case of the function f being locally convex at x* ([6]).

The idea of DCA is simple: each iteration of DCA approximates the concave part —h by
its affine majorization (that corresponds to taking y* € 9/ (x*)) and minimizes the resulting
convex function (that is equivalent to determining Xkt e 0g™*( yk ).

Generic DCA scheme
Initialization: Let x € R” be a best guess, 0 < k.
Repeat

Calculate yk € 9h(x%)

Calculate x**! € argmin{g(x) — h(x*) — (x — x*, y¥) : x e RP} (P})

k+1 <k
Until convergence of x*.

It is important to mention the following main convergence properties of DCA:

e DCA is a descent method (the sequences {g(xk) — h(x*)} and {h*(yk) — g*(yk)} are
decreasing) without linesearch;

e If the optimal value « of the problem (Py.) is finite and the infinite sequences {x¥} and
{ yk} are bounded then every limit point x* (resp. y) of the sequence {xk} (resp. { yk}) is
a critical point of g — h (resp. h* — g™*).
DCA has a linear convergence for general DC programs.
DCA has a finite convergence for polyhedral DC programs.

The solution of a practical nonconvex program by DCA must be composed of two stages:
the search of an appropriate DC decomposition and the search of a good initial point. An
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appropriate DC decomposition, in our sense, is one that corresponds to a DCA which is not
expensive and has interesting convergence properties.

In the next subsection we will develop an instance of DCA to solve problem (Q) in its
equivalent DC program, and study the convergence properties of the proposed algorithm.

4.2 A DCA scheme for solving Problem (Q)

We first reformulate (Q) in the form of DC program. Let xx be the indicator function of K,
say xk (f) =0if f € K, +o0o otherwise. Since K is a convex set, xx is a convex function

on R?".
A natural DC decomposition of the objective function of (Q) is

V() +1p(f) = G(f) = H(f),

with G(f) = xk(p) + VY (f) and H(f) := —tp(f). It is clear that G and H are convex
functions. Thus Problem (Q) is a DC program of the form

(Qae) Bi=min{G(f)—H(f): feR¥}

Let v, be the function defined by : ¥, (f) := |erBn Ay fx — % > vepn Qwx |-

Then v, is a convex function, and W (f) = maxyepn ¥y (f). Therefore, as mentioned
in Sect. 2, W is a polyhedral convex function. Likewise the function H is also polyhedral
convex . So (Qy.) is a polyhedral DC program where all DC decomposition are polyhedral.
This property enhances DCA as will be shown later in the convergence theorem of DCA.

According to Sect. 4.1, applying DCA to (Qg4.) amounts to computing, at each iteration
k:v¥ € 9H(f*) and A1 € 3G*(v5).

By the very definition of H, we can take v as follows:

vki=—r if fK <05, otherwise. (18)

On the other hand, by the virtue of the above results concerning DC programming and
DCA, the condition f**1 € G*(v¥) is equivalent to:

S = argmin{W(f) — (08, f) : f € K} (19)

Since W is a convex polyhedral function, Problem (19) is equivalent to a linear program.
Indeed,

; k . — M k
min{¥ (/) — (o, £): f € K} = min max (v ()~ 0, 1)
= min e~ (5, f) vu() =6 Vwe B, fe K]
5—(vk,f): Z awxfx_% Z ayx <&,Yw € B"

xeB" xeB"

<= min -2 awfo"‘% 2 dwy <€, Yw e B, . (20)
xeB" xeB"
2l —ph< > £, <21 4b,0< fr <1, Vx € B"

xeB"

The DCA applied to (Q4.) can be now described as follows:
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DCA Algorithm.
Let 0 ¢ R?,and € be a sufficiently small positive number.
Repeat
Set vF € 9 H (f) via the formula (18);
Solving the linear program (20) to obtain f*+1;
Setk :=k+ 1.
Until | f*F— /&1 <e.

Denote by 2 the feasible set of the linear program (20), and V (£2) the vertex set of 2. Let
f* be a solution computed by DCA. The convergence of DCA can be summarized in the
next theorem whose proof is essentially based on the convergence theorem of DCA applied
to a polyhedral DC program.

Theorem 1 (Convergence properties of Algorithm DCA)

(1) DCA generates a sequence { f k} contained in V (2) such that the sequence {W ( f ky +
tp(f*)} is decreasing.
(ii) For a number t sufficiently large, if at iteration r we have f' € {0, 1}%", then f* €
0, 13" forallk > r.
(iii) The sequence { f*} converges to {f*} € V() after a finite number of iterations. The
point f* is a critical point of Problem (Qqc.). Moreover if {7 # %for all x € B",
then f* is a local solution to (Qg.).

Proof (i) 1isconsequence of DCA’s convergence Theorem for a general DC program (see
Sect. 4.1).

(ii) Letf > #; := max {W feVQ), p(f) < O} where
n:=min{¥(f): f € V(Q)} and 0 := min{p(f) : f € V(Q)}. Let {f¥} c V()
(k > 1) be generated by DCA. If V(2) C {0, 1}, then the assertion is trivial.

Otherwise, let 7 € {0, 1}*" and f"*! € V() be an optimal solution of the linear
program (20). Then from (i) of this theorem we have

D +p (Y = W ().

Since p(f") = 0, it follows

tp(f7 T =W () =W (D = v () -
If p(f™t!) > 0, then

ry _ r+1 ry _
YU et ey -
=t T e T
which contradicts the fact that ¢t > f1.

(iii) Since (Qy.) is a polyhedral DC program, DCA has a finite convergence (property v),

Sect. 4.1), say, the sequence {fk} converges to { f*} € V() after a finite number of
iterations. Moreover { f*} is a critical point of G — H, i.e.

t

151

IG(fH)NAH(f*) #9. 21

If ff # 1/2,Yx € B", then H is differentiable at f* and then the condition (21)
becomes d H (f*) C dG(f*). This subdifferential inclusion is the necessary and suf-
ficient local optimality condition for a polyhedral DC program whose H is polyhedral
convex function. The proof is then complete. O
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Finding a good starting point for DCA

How to find a good starting point is an important question in the use of DCA. For this, we relax
the balanced constraint and generalize a Bent function. A Bent function is a boolean function
that has the maximum possible nonlinearity. Bent functions have an even number of vari-
ables. The construction of Bent functions is available at http://www.ii.uib.no/~mohamedaa/
odbf/index.html. When 7 is an odd number we solve the concave quadratic programming
problem by applying again the DCA developed in [5]

0=minl2fx(1—fx):fe1(] (22)

xeB"

and use the computed solutions as starting points for DCA.

5 The combined DCA-GA algorithm

The use of evolutionary computation (EC) techniques to evolve solutions for both theoreti-
cal and practical problems has seen a dramatic increase in popularity and success over last
decade. The most popular and widely applied EC technique is called Genetic Algorithm (GA)
([9]) whose computational scheme is based on a single population of individuals representing
a single species. Genetic algorithms are simple general purpose procedures, which can be
applied to many different search and optimization problems. They are able to explore huge
search spaces quickly and to find good regions of individuals with high fitness.

Hybridization of GAs for optimization purposes has been widely studied in the past years,
combining the capacity of GAs to explore huge search spaces and good regions of solutions
exploiting the power of local search algorithms.

In order to use a genetic algorithm for solving this problem, we need to apply a set of
transformation to our problem. It is, for instance, necessary to convert the notion of Boolean
functions (our phenotype) to a genetic representation of the individuals(genotype), then we
need to map our objective function to a fitness function. Eventually we also need to define
the genetic operators (selection, crossover and mutation).

Representation How to represent a problem in the genetic algorithms (GAs) is akey issue. It
has a direct influence on the performance and on the choice of genetic operators. We already
saw that a Boolean function can be presented in the form of a binary vector. Thus naturally,
in the proposed genetic algorithm, we use a binary coding to represent a Boolean function.

Initial population For binary strings, we can consider that the size of initial population N
can be determined by ([12]) : N = [1 + log(—I(/InP;})/log 2] (P denotes the probability
that at least one allele is present at each locus can be found and / is the length of binary
string). The initial population of functions is randomly generated under the constraint of
being balanced.

Fitness function Naturally, we use nonlinearity of function (6) as fitness function in our
algorithm.

Selection This operator represents the fact that fitter individuals have a greater chance to
survive and to produce offspring. We use an elitist procedure to preserve a number of the best
individuals of the #th generation in the (¢ + 1)th generation. For selecting the individuals to
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Fig. 1 Crossover operator (left) mutation operator (right)

be operated (crossover) we use a tournament selection: n individuals are selected randomly
from the population (n = 2 in our algorithm). The best fit individual will be the winner of
the tournament.

Crossover We saw that in our problem, we are interested in the balance criteria, which
means that the number of 1 and 0 shall be equal. For that, we must adopt a crossover oper-
ator that preserves the balance of the Boolean function. More precisely, starting from two
parents that are balanced, we shall obtain two children that also are balanced functions. The
procedure is simple: for each relative, we randomly select a balanced sub-sequence and the
crossover operation consists of exchanging these two sub-sequences. We used a crossover
probability p. = 0.6.

Mutation The mutation allows to avoid early convergence during the evolutionary process.
We experimentally tuned the mutation rate to p,, = 0.005 in our algorithm by exploring the
range p, € [0.001, 0.01] . For preserving the balance of Boolean functions, we ensure that
the total number of mutations is even (Fig. 1).

Termination condition We terminate the GA after a fixed number of iterations denoted N.

The combined DCA-GA algorithms
For exploiting the efficiency of both DCA and GA we propose the combined DCA-GA
method that is composed of two phases: the first phase consists of applying GA while in
the second phase DCA is used. The idea is motivated by the fact that GA can find a “good”
feasible solution to Problem (Q) and then applying DCA from this solution provides a better
solution, due to Theorem 1. We develop here below two versions of the combined DCA-GA
method that differ by the phase 1: in the first one (DCA-GA-1) we use GA only while in the
second one (DCA-GA-2) we apply the DCA at each iteration of GA when a new individual
which is better than the best current individual (of which the nonlinearity is denoted N;i) is
detected.

The algorithms are given below:
DCA-GA-1 scheme
Phase 1—GA
Generate initial population P; of N balanced functions.
nblteration < 0
Evaluate population P;.
While nblteration < N,
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Insert N, best individuals of P; in P
Fori < 1to (N — N,)
Select individuals i1 and ip from P;

i’ < Crossover(iy, i2)

i” < Mutate(i")

insert individual i” in P,y

P <= Py
Evaluate population Py
Choose the best individual of the final population 7*
Phase 2—DCA: Apply DCA with starting point 7* until its convergence.
DCA-GA-2 scheme
Phase 1—GA using DCA
Generate initial population P; of N balanced functions
Evaluate population P;.
nblteration < 0
While nblteration < N,
Fori < 1to(N — N, —2)
Select individuals i; and i, from P;
i’ < Crossover(iy, i2)
i” < Mutate(i")
insert individual i” in P41
Evaluate population Py |
Choose the two best individuals 77 and 73 in P4
If Np(T1) > Nji (resp. Ny (1) = Nj’ﬁ) then perform ¢ iterations of DCA
from starting point 7 (resp. 7>) to obtain solution 7" (resp. 7,"2) and
insert 7}" (resp. 75°) in Py
Insert N, best individuals of P; in P;y.
P[ < Pt+1-
Choose the best individual T *of the final population
Phase 2—DCA: apply DCA from starting point 7* until its convergence.

Since the genetic operations keep 77 and 73 in balance, they are feasible solutions for
the Problem (13). Furthermore, as DCA is a descent method, performing some iterations of
DCA from two children 77 and 7 always improves their quality in terms of nonlinearity.
Nevertheless applying DCA until its convergence in Phase 1 (for finding a good starting point
of DCA in Phase 2) did not appear to be interesting from a numerical point of view.

6 Computational results

The algorithms have been implemented in C and tested on a PC Duo CPU(3.2 MHz, 4MB
cache) equipped with 16 GB RAM. The CPLEX code (version 10.1) has been used for solving
the linear program (20). We take b = 0 in the balanced constraint (11), € = 10~° in DCA.
In GA we set N, =4, Ny = 20 when n < 13 and N, = 10 when n > 13. In DCA-GA-2
the value of ¢ (the number of iterations of DCA in Phase 1) is 5 when n < 11, 2 when
11 <n <13and 1 whenn > 13.

In the first experiment, we compare in terms of nonlinearity the performance of our three
algorithms based on DCA: DCA, DCA-GA-1 and DCA-GA-2 with three probabilistic
algorithms: our GA proposed and two standard algorithms [2], namely a combination of
random search for Boolean functions with high nonlinearity and Hill Climbing algorithm
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(R HC), and GA HC - the best genetic algorithm studied in [2]. In [2] several versions of
Genetic Algorithms with and without Hill Climbing are proposed among them the genetic
algorithm with Hill Climbing (GA HC) is the best.

In the Table 2 we present the best nonlinearity achieved after testing 10, 000 functions of
R HC, GA HC and the nonlinearity given by our algorithms with n varying from 8 to 15.
When n > 16 the CPLEX code fails to solve the linear program at the very initial step of
reading the data (remember that the dimension of our optimization problem is 2" variables
and 2"t! constraints). We also indicate there the number of iterations (N°it) and the com-
putational times (Time) of our algorithms (in the combined DCA-GA-2 NYit is the number
of iterations of DCA in Phase 2 while Time is the total computational times of both phases).
The performance of the first phase of the combined algorithm DCA-GA-2 is reported in
the column “DCA-GA-2 1st phase” (note that the results of GA is also the one of the first
phase of DCA-GA-1). The computational times of R HC, GA HC have not been indicated
in [2].

In the second experiment we study the effect of the number of generations of GA (Ng)
in our combined DCA-GA algorithms. In the Table 3, we present the numerical results
of DCA-GA-1 and DCA-GA-2 with the different number of N, in GA for the case
n=09.

Comments on the computational results

(i) Inall case the nonlinearity Boolean functions obtained by our three algorithms based
on DCA are better than that of the two standard algorithms R HC, GA HC (except
for the case n = 14) and our GA. In particular even DCA without phase 1 is bet-
ter than GAs. Moreover they are all balanced functions. It is worth mentioning that
a slight improvement of the nonlinearity may involve a significant improvement of
block ciphers. Indeed each weakness of a cipher may be exploited by cyber-criminals.
And any information that can be gathered can make a deep cut in the cryptanalysis
search space. It is however difficult to predict the size of this kind of impact without
specifying the rest of the cipher (remember that S-box is only one of the crypto-com-
ponents). The authors of AES believe that AES is secure even if we replace its S-box
by one showing some linear features, but for other ciphers, the major part of the cipher
quality relies on its S-box.

(ii)) The combined DCA-GA algorithms are always better than DCA in terms of nonlin-
earity. Moreover DCA-GA-2 is the best. The results show that GA using DCA (Phase
1 of DCA-GA-2) is the best way for finding a good starting point to DCA. Neverthe-
less, this interesting combination (GA using DCA) is not sufficient for obtaining good
results: the second phase improves significantly the results of the first one (the same
observation for DCA-GA-1). This means that DCA is crucial in our approaches.

(iii) Not surprisingly, the combined algorithms are more expensive than DCA. The ratio
of computational times between DCA and DCA-GA-1 (resp. DCA-GA-2) is in the
interval [0.45, 1.0] (resp. [0.4, 0.74]). On the other hand, in DCA-GA-1 (resp. DCA-
GA-2) the computational times of the first phase varies between 13% (n = 14) and
54% (n = 9) (resp. 36% (n = 13) to 67% (n = 8)) of the total times. We note that the
computational time is not relevant in this work where we restrict ourself to ciphers
with fixed table, since the fixed S-boxes are built once for ever (while for the dynamic
ones, it is indeed more important).

(iv) Inphase 1 of the combined DCA—GA algorithms, it is not needed to wait for the GA
to converge in order to reach the best solution: DCA-GA-1 and DCA-GA-2 are able
to obtain the same results even if we stop GA before 40 generations.
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Table 3 Result with different number of the generations of GA

Ng GA DCA-GA-1 DCA-GA-2

Ny NOit  Time Ny NOit  Time Ny NOit  Time
10 228 10 57s 236 7 2min 47s 238 7 3min 02s
20 230 20 1min 28s 238 6 3min 17s 238 6 3min 46s
30 232 30 Imin45s 238 6 3min 52s 238 8 4min 02s
40 232 40 2min 12s 238 6 4min 23s 238 6 4min 31s

7 Conclusion

We have proposed, for constructing highly nonlinear balanced Boolean Functions in Cryp-
tography, a new and efficient approach based on a hybrid approach mixing GA and DCA.
The considered combinatorial optimization problem has been beforehand reformulated as a
DC program with a natural choice of DC decomposition, and the resulting DCA then solves
a finite sequence of linear programs. DCA is original because it gives an integer solution
while it works in a continuous domain.

The results show that DCA is an efficient approach for this problem and both DCA and the
combined DCA-GA algorithms are significantly superior to standard heuristic approaches.
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